					Cyber Security Committee Call Agenda 
May 5, 2021, 10:00 a.m.
Chair Andrea Somers and Vice Chair Shelly Mannebach
1. Welcome and Introductions. 
1. Subcommittee Updates 
1. Cyber Security Library Update – Teresa Chiotti – Been putting out articles monthly and providing bullet points for protection.  Next series will be Where are your secrets being kept? Starting with printer vulnerabilities and then Wi-Fi, home offices, etc.… Remember if you find any articles, please share with the committee so they can add them. 
1. Cyber Security Best Practices Update - Andrea Somers – Still working on the first section of STOP. Planning on finalizing by next month at the latest.
1. Education and Training Update - Shelly Mannebach – Nothing in May but June will be our next cyber lunch bites.  
1. Article
2. Printer Vulnerabilities - Subcommittee Article - The group learned a lot about the printer vulnerabilities.  Printers store all the documents printed and or scanned.  So, whenever someone gets your machine next, they could pull all the data from the machine.  Additional risks are that documents could be intercepted during transmission.  Criminals can also add malicious code that goes out on your documents.
1. ALTA Survey: Wire Fraud
· 1/3 of title agents reported that they had wire fraud attempts. Survey said that training and education is working, an eighth of the attempts actually wired the funds. 
· Full recovery of lost funds only happened in 29 percent of the cases. – Remember if this ever happens act immediately and contact the bank first.
1. Article: 2019 Facebook Breach Data Now Showing Up on Cybercrime Forums
Phone numbers, gender, locations, workplace, etc… are being pulled.
CVS management came out and let their employees know that this was a something serious and to beware. – Check your stuff and see if you have been compromised with haveibeenpwned.com 
1. Roundtable Discussion - Examples of Cyber Fraud
· Chris Condie – said his office is having training on ransomware and that it is still on the rise.
· Andrea – said if you are not signed up with know be 4 they have daily good articles. Read them and save them.
· Lee Swaffield – Recommended signing up scam of the week. 
· Chris Condie – got an email that had nothing looking malicious in the email but was a scam from a Switzerland business that could not establish a bank account.  While the email did not contain anything malicious but them asking for future contact is for information gathering. 
· Linda Monaco – Gets 3-5 fake emails a week with face CD’s. Check everything prior to opening.  Also reminded us about payoff fraud.
· Andrea – Her office monitors anytime an email has a rule added to automatically forward to another email address.
· Marty Landers – Recommended assembling a list of companies that offer secure portals that is included with some online software providers. 
1. Adjourn
Next Meeting - Wednesday, June 2, 2021 at 10:00 a.m.

	















